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Abstract-Today many industrial facilities have a lot of 

industrial control software systems used in various ways. These 
systems work in all kinds of architectures, starting from the 
simple "one application on one computer attached to a process" 
to more complex systems such as client-server-database, multi-tier 
applications, etc. Being provided by different vendors, there is a 
problem of managing the applications, developed using various 
technologies and running on different environments, implying 
administration problems and many security aspects. The 
information is spread into many places, this making it difficult to 
have a global view on the enterprise's resources. The solution is to 
have a single software system which to provide functionality for 
all the enterprise, into a unified manner. Our distributed software 
applications architecture comes to deal with the problems 
presented above. The system has three main levels of application:  
- The data source, having two main parts: software applications 
that communicate with the equipment and a connector to the 
system.  
- The server, gathering all the data from the data sources, 
processing and storing it into the database.  
- The client applications, including the interface of the system 
with the user. 

The technology used for developing this system is web-
oriented. 

 

I. STATE OF THE ART 

Industrial software applications have an important role in 
improving very consistently the work efficiency in industry. 
The effectiveness of industrial electronics is increased by 
remote control of processes. 

We started the research on power management using 
software systems by a large analysis of the state of the art, 
mainly reflected in the collection of published papers in IEEE 
Transactions on Industrial Electronics and Transactions on 
Industrial Informatics, in the period 2005-2007.  

The importance of software remote surveillance is provided 
in papers such as: -- "Analysis and Software Implementation of 
a Robust Synchronizing PLL Circuit Based on the pq Theory," 
Trans. on Industrial Electronics, Dec. 2006 (authors: L. G. B. 
Barbosa Rolim, D. R. Rodrigues da CostaJr., and M. Aredes) 
[1], where the authors present an analysis and software 
implementation of a robust synchronizing circuit, designed for 
use in the controller of active power line conditioners, and 

-- "Development of Real-Time Vision-Based Fabric 
Inspection System," Trans. on Industrial Electronics, , Aug. 
2005 (authors: C.-S. Cho, B.-M. Chung, and M.-J. Park) [2], 
where the authors present an automatic vision-based system for 
the quality control of web textile fabrics.  

The need for interoperability is prominent in the industrial 
enterprise environment. Different applications and systems that 
cover the overall range of the industrial infrastructure from the 
field to the enterprise level need to interoperate.  

In the article “Vertical Integration of Enterprise Industrial 
Systems Utilizing Web Services", Trans. on Industrial 
Informatics, May 2006 [4], the authors A.P. Kalogeras, J.V. 
Gialelis, C.E. Alexakos, M.J. Georgoudakis, and S.A.Koubias 
present a distributed system architecture that utilizes dominant 
state-of-the-art standard technologies in order to address the 
above issues in an efficient way.  

The based remote control scheme for networked control 
systems is presented from the point of view of the quality-of-
service (QoS) in the paper "QoS-Based Remote Control of 
Networked Control Systems Via Profibus Token Passing 
Protocol", Trans. on Industrial Informatics, Aug. 2005 [5], by 
Kyung Chang Lee, Suk Lee and Man Hyung Lee. 

The important issue of an energy monitoring system, 
consisting of a digital energy meter, a supervisor and manager 
software, and a database to store the measurements, is treated 
in the paper “Power Energy Meter in a Low Cost 
Hardware/Software”, 2006 IEEE International Symposium on 
Industrial Electronics [6], by F. Libano et al.  

The subject is also approached in other IEEE publications:  
- IEEE Transactions on Power Delivery - In the paper 

“Experimental Validation of a Model for an Information-
Embedded Power System”, Jul. 2005 [7], S.P. Carullo and C.O 
Nwankpa develops a model of an electrical power system, 
which is referred to as an "information-embedded power 
system" to emphasize the inclusion of information variables 
that represent measurements that have been delivered across 
the communication system and observed at a control center. 

- IEEE International Symposium on Communications and 
Information Technologies, ISCIT 2006 - The paper “Software 
Project Development for Industrial Motor Systems Simulation” 
[8] emphasizes that the industrial motors energy monitoring is 
very important currently because it is an innovative area, 



strategic and of great exploitation for the industrial sector. 
Helen S. Paiva et al. show the development of a software to be 
used in industrial motor simulation, making possible to the 
electrical energy efficiency be analyzed in the four most 
important industrial systems. The measured data were stored in 
a database developed in MySQL. 

- IEEE Power Engineering Society General Meeting, 2006 - 
In order to acquire data about the actual conditions of power 
consumption, an electric power energy monitoring system is 
developed by T. Nagata. The paper “An Electric Power Energy 
Monitoring System in Campus using an Internet”, June 2006 
[9], describes the system configuration and the surveillance 
results.   

- IEEE Transactions on Power Systems – In the paper 
“Power System Frequency Monitoring Network (FNET) 
Implementation”, nov. 2005 [10], Zhian Zhong et al. describe 
the FNET system consisting of recorders of frequency 
disturbance, as one of the most important measures of an 
electrical power system status, and an information management 
system. 

- Proceedings of the IEEE –  
-- K. Tomsovic et al. provide in the paper “Designing the 

Next Generation of Real-Time Control, Communication, and 
Computations for Large Power Systems”, May 2005 [11], 
several example novel control and communication regimes for 
the needed new infrastructure accordingly to the present time. 

-- K.P. Birman et al. give answers in the paper “Overcoming 
Communications Challenges in Software for Monitoring and 
Controlling Power Systems”, May 2005 [12], to the new 
control and monitoring requirements for restructuring of the 
electric power grid, for which classical technologies may be 
inadequate. 
 

II. GENERAL PRESENTATION 

Distributed applications systems allow very easy access to 
the information, by simply using a web-browser (such as 
Internet Explorer), from any computer which can 
communicate, through LAN or Internet, with the application 
servers which manage all the information into a unified 
manner. 

In this paper we introduce a software system for electric 
power management, which we have developed to meet the new 
trends in information management and communications. 

A. The advantages of using a software system for power 
management are: 
• Unified manner for managing and maintaining the data 

and information resulted from processing; 
• The possibility to have secured access to the information 

from anywhere (using the fixed or mobile communication 
networks); 

• The reduced costs for using the additional software needed 
to run our system, which can even be reduced to zero by 
using free and open-source technologies, starting with the 
server and finalizing with the visual components presented 
to the user. 

 

• The possibility to implement the exact requests that the 
clients may have, depending on their needs; 

• The modules that compose the system can be used 
independently, or can be connected together as needed. 
This is possible by using high performance and compatible 
technologies. 

• The system is completely scalable and flexible. 

B. Monitoring Industrial Equipments 
Generally speaking, the industrial equipments deliver data 

into a cryptic form, hard to be interpreted by a human operator, 
especially when the amount of data is huge. The raw data, 
acquired from the equipment by special programs that run on 
Personal or Process Computers, must be processed in order to 
be transformed in useful and human readable information.  

By using our system, viewing such information is being done 
on any computer in the factory, if that computer is connected in 
the same network with the main server. Humans process the 
information in order to make it contain the maximum amount 
of information into a form that is as easy as possible to 
interpret. 

C. Centralized Monitoring of Energy consumption 
This particular implementation for the generic system 

presented above allows the monitoring of a set of electric 
measures acquired by electronic-cells counters (SEPAM and 
PECA type) connected to the power consumers (6.4 and 0.4 
KV), at two big cement factories.  

These measures are the phase voltages, phase currents, 
frequency, power factor, active energy and reactive energy. 
The monitoring can be done on instant values or recorded 
values.  

Our system does the on-line information publishing (on any 
computer from LAN, using a simple web-browser), and 
archiving and storing into a MySQL database [13] for later 
viewing, over a period of years, having different sampling 
periods, depending on the measurement time. 
 

III. THE MONITORING SYSTEM 

A. The hardware system 
The electric cells are grouped within the factory production 

sectors. For each group, we realized RS485 serial connection 
between the cells and, by optic fibers and specific converters 
RS485/FO, FO/RS$485 and RS485/RS232, the connection to 
LAN computers through RS232 serial port. The data is passed 
through the driver computers to the server and database 
computers. 

B. The software application levels in the monitoring system 
The monitoring system is organized in three levels: 

• On the first level we have the Driver programs, which 
gather the raw data from the industrial network of counters 
using the serial port (the data can be acquired by other 
ways as well). 

 
 
 
 



 
• On the second level we have the Server application which 

centralizes, unifies and processes the raw data received 
from the Drivers, with which it communicates using a 
local network (LAN) or the Internet. 

• The third level is represented by the Client applications, 
which are accessed by the user through a web-browser, 
such as Internet Explorer. These connect to the server and 
get the information required by the user, which can select 
certain criteria, and presents it back to the user into a 
human readable form. 

C. System reliability and error detection 
 
The server is highly reliable, meaning that it has a built in 

expert error detection system which automatically detects 
errors and signals them to all the users concerned by the 
problem. It allows more drivers and clients to connect and 
disconnect without the need to be stopped or restarted. So, 
because of the way it is built, the server allows viewing 
different measures with different criteria, at the same time by 
many users, each using a different computer.  

The image in the Fig. 1 presents a screen capture taken with 
the client application that shows the phase currents evolution 
for a group of counters.  

 
The red rectangle informs the user that the counters 4 and 6 are 
not working properly. So, this system can be used very well as 
an error detection system, along its main functionality - which 
is monitoring the variation of certain electrical measures. 

D. Connecting the Driver to the electric-cell network 
The Driver allows the use of any serial port, with the 

possibility to customize the communication parameters as 
needed. The customization is being done using the upper-left 
combo-boxes located in the driver's main window, marked in 
the Fig. 2.  

After setting the serial port communication parameters and 
choosing the serial port, you can press the "Open Port" button, 
to open the serial port for communication. If the parameters are 
not correct, you must close the serial port by clicking the 
"Close Port" button. Then, you can set other parameter values 
and try to reopen the port with the new configuration. In order 
to be open-able, the serial port must be free (no other 
application that runs on the computer uses it). In the Fig. 3, the 
area marked with a red rectangle represents the controls 
associated with the serial connectivity section. This section 
implements the whole set of reading functions from the JBus 
protocol and it is very useful in testing the electric-cells for 
verifying if these work correct from the serial communications 
point of view. 

The event log section represents an event log and is the 
mechanism by which the Driver sends feedback on the status 
and events to the human operator. The received information, 
events and errors are listed in the zone marked with red. 

The monitoring section has the role of controlling the 
monitoring process for the electric-cells network to which the 
driver is connected. In the “Counters” field will be specified 
the electric-cells network addresses that will be monitored with 
this driver. The Driver's monitoring module will acquire data 
from the counters in the order in which they are in the list 
specified here. After all the data from all the specified 
addresses has been read, the whole data acquisition process 
will start again from the first address. The delay between 
acquisitions from individual counters is set in milliseconds in 
the “Time to wait between readings [ms]” field.  

 
 

 

Fig. 2.  Connecting to the SEPAM network - associated controls 
  

Fig. 1.  Image of the client application showing an error in the graph 
  

 

Fig. 3.  The diagnosis section 
  



 

 
The timeout for waiting an answer from a counter represents 

the period of time, in milliseconds, which passes from the 
sending of a request to a counter until the response from that 
counter is received and processed. 

The Server communication section is used for managing the 
Driver's connection with the server. Independently from the 
connection with the electric-cells network and the monitoring 
process, the Driver can be connected or disconnected from the 
Server. The condition to be met in order to successfully 
connect the Driver to the Server is that the Server is started and 
the Driver knows the Server address. The Driver allows 
changing the address and port at which the Server is located. If 
the Driver can make the connection with the server the 
"Disconnect from server" button will be activated and a 
message confirming the successful connect operation will be 
listed in the log. If the connect operation fails and “Auto 
Connect” is checked, the Driver will keep trying to connect to 
the server until it succeeds. This is useful when the server is 
restarted, because all the Drivers will automatically reconnect 
then the server is available. Data communicated on the Serial 
port section presents the most recent data sent and received on 
the serial port, as specific to the JBus protocol telegrams.  

 
 

 

E. The  Client  Application 
The technology used for implementing the Client 

Application, further called applet is Java Applet.  
This technology allows an easy access, from anywhere, to the 

component that interacts mostly with the users. The applet is 
an application that runs into a web-page and it is being 
accessed with an Internet browser (such as Internet Explorer, 
Netscape, etc). Accessing is very easy, just as if you would 
enter a normal web-site. 

The first page in the client application is the login page. This 
allows restricted access to the monitoring system. Only the 
persons who have a user account can enter the system through 
this way. After login, the applet shows a table into which 
appear the measured data from the electric-cells counters 
network (Fig. 4). This table is updated every 2.5 seconds. 
Close to the table also appear some buttons. This table presents 
a list with all the counters recorded into the database. For each 
counter, on the columns are presented the values recorded for 
the monitored measures. These values are updated each 2.5 
seconds. In this table, the information is accompanied by the 
validity status for each measurement. In the case when a 
electric-cell counter does not send any information to the 
server within a 10 seconds interval elapsed from the last 
update, this counter is marked as invalid. Like this, when the 
applet gets the updated information regarding the measured 
values, it also gets the status for each counter, marking visually 
the validity status for each counter (cell).  

The applet connects to the server at startup and maintains this 
connection over all its run time. On the main applet page, in 
the lower-left corner appears an indicator that shows the server 
connection status. The normal status is "Connected". In this 
status, the indicator will have a green color and on it is written 
"Connected”. This indicator can also be used to control the 
connection status, meaning that the user can connect or 
disconnect from the server by just clicking it. 

The most complex part of the applet is represented by the 
Graphics panel, which presents the time evolution for the 
measured values acquired by the monitoring system. Clicking 
the “Variation over time for measures” button, which is located 
on the main applet panel, does the access to this panel. From 
the Graphics panel you can return the main panel by clicking 
"Back to the table”. In this panel you can choose what kind of 
monitoring you want to see (instant values or history) from the 
combo-box marked in the figure on the next slide. You can 
also see measures for all the counters, for a group of counters 
or even for an individual counter by making the appropriate 
selections in the two middle combo-boxes. The measure to be 
monitored can be selected from the “Choose measure” combo-
box. 

When you choose one of the three options corresponding to 
the history graphs, the time selector becomes active, as you can 
see in Fig. 5.  

When you move the mouse over the selector, a red thick 
vertical line appears at the mouse position. This line is used to 
mark the first end of the interval. When you make the first 
click, the thick line is fixed into position and is shown as a thin 

 

Fig. 5.  Selecting the time interval for history graphs  

 

Fig. 4.  Visualizing the whole network of counters 
  



line. The space between this fixed line and the moving end is 
filled with yellow until you make the second click. The second 
click definitively marks the interval and it becomes colored 
(Fig. 6). The “History” button now becomes active. For 
changing the interval, make the same operations as if the 
selected area would not be there. 

For better viewing the graphs in various cases, we provided 
tools for changing the graph’s look and functionality. So, you 
can shrink or enlarge the graph, by changing the number of 
pixels per sample, or you can change the frequency of the 
major gridlines, or even eliminate them. There is also an 
“AutoSnap” option. When AutoSnap is on, the ruler 
automatically snaps on the real measures, avoiding so to view 
interpolated values.  

F. The Graphchart  
The Graphchart is the most impressive tool from all the 

client application. It provides a wide range of information to 
the user. When the mouse pointer is over it, a ruler appears. A 
vertical line and a horizontal line comprise this ruler. On the 
vertical line appears the value on the y axis at which the line is 
located. On the horizontal line appear three types of 
information: 
• The timestamp - this is the exact moment of time at the 

place where the vertical line is; 
• The interpolated values of the three graphs - at the upper 

part of the chart, near this line, are printed the three values 
corresponding to the time marked by the position of this 
line on the chart; 

• The identifiers for the counters that have invalid values, if 
necessary. 

 
The Fig. 7 presents the Graphchart and the ruler. The 

horizontal axis is placed on at the 65.3 Amperes, and the 
vertical line is placed at 15:52:57. At that time, the values for 
the currents are: i1 = 29.0, i2 = 41.7, i3 = 37.5. The counters 
having the ids 4, 5, 12 and 13 have invalid values. 
 

IV. TECHNOLOGICAL ASPECTS AND ALGORITHMS 

A. The Connection 
From the network point of view, the server is a program that 

listen a TCP-IP port and waits for connections. By default, the 
server opens the port 25252 on which waits connections, which 
can come from Drivers or from Clients applications (that show 
the data).  

The server opens one by one a new connection and a new 
thread. The connection is maintained until the server or the 
application that was connected close the connection. The 
connection closure is by default when the application that was 
connected is closed or a problem in communication with it 
appears. The server has implemented a management 
mechanism of connection with drivers and clients, which 
allows a stable functioning in any conditions determined by the 
way of running of the applications that are connecting to it 
(drivers or clients). 

B. The determining manner for historic values 
As starting point, it will be taken the way of historic for the 

current day. The sampling period was chosen 20 seconds. In 
the server the data from the Drivers arrive in an asynchronous 
way and for some counters is possible to have more 
measurements than for others in this period, because of the 
various number of counters in each station. For a network of 5 
counters, the complete set of measured parameters is obtained 
twice rapidly than for one of 10 counters. The driver of those 
with 5 counters will send twice often the sets of measured 
parameters than the driver of those with 10 counters. Thus, in 
20 seconds, for each counter from the network with 5 counters 
is accumulating about 20 samples, and for the network with 10 
counters only 10 samples. All of these are memorized in the 
section “Instantaneous Data”.   

A separate thread in the Server takes from the buffer, every 
20 seconds, all the measurements that arrived in those 20 
seconds. Here are mixed the measured values at different 
moments for all the counters from the plant, with different 
frequencies, depending on the number of the counters from the 
network.  

For each counter from the plant there are generated 3 sets of 
values: minimum, maximum and average. The calculus 
algorithm is the following: for each counter, there are selected 
from the whole list from the buffer only the measurements in 
which the counter appear. Let’s suppose a counter for which 
we have 15 measurements in the last 20 seconds. Having 15 
values for each electric parameter (currents, voltages, 
frequency, consumed energies) we can calculate for each 
parameter the average, minimum and maximum values. Once 
calculated all of these, we have the entire information 
necessary for the counter historic and there are memorized. 
This operation is continued fro all the counters. The values are 
stored into a database, in a table named day_values.  

This calculation way is applied also for generation of values 
for the month historic, having as calculus basis the historic 
values for the current day, with the difference that the sampling 
periods are others. Also, the calculus way is applied for the 
generation of the historic for the previous month values (with 
sampling every 2 hours), having as calculus basis the values 
from the current month. 

 

 
Fig. 6.  The marker for the interval 

  

 

Fig. 7.  The graphchart 
  



For these historic values, as a thread generates the values for 
the current and previous months with the help of instantaneous 
values (that are nor stored in the database), another thread is 
allocated for generation of the historic for current month and 
previous months with the help of the data stored in the 
database in the table for the values of the current and previous 
day. 

This thread verifies at each 10 seconds if the current day was 
changed, and every night - after 00:00 hours – applies the 
algorithm for all the data form the ex-precedent day with the 
help of which is generating sampled data each 10 minutes and 
is storing it in the table month_values. After generating all the 
values for the current month, all the records for the ex-
precedent day are automatically deleted from the table 
day_values. After this operation, in the table with the daily 
values it will remain all the data from the day that become 
precedent. The above thread, after doing the historic for the 
previous day those that was just finished, is verifying if the 
month was not changed too. If yes, all the data with sampling 
at 10 minutes from the table month_values will be converted in 
data sampled at 2 hours, using the algorithm above described, 
for obtaining minimum, maximum and average values. These 
data will be stored in the table year_values, being deleted from 
the table month_values. 

Thus, every moment, in every table are less than 250,000 
record, excepting those for the previous months, if the system 
passes 2 years of functioning. Even if the value of 250,000 
records is passed, it is no problem because on this table the 
actualizations are done once a month and the requests are 
generally rare.  

C. The database section  
This part of Server is administrating the operations that are 

done on the database. 
In this MySQL for Windows type server, a database named 

“Sepam/Peca” was created. For configuring of the database 
server location, a configuring file called "database.properties" 
is put at the administrator disposal. In this file are specified the 
IP and the port on which the server Sepam/Peca will be 
connected to the database, as well as the username and the 
password. Also in this file, the JDBC driver name – for 
connecting to the database – will be specified.  

V. CONCLUSION 

The proposed system architecture can provide very powerful 
tools to control the resources of an industrial enterprise, while 
maintaining low costs in the implementation of such a system. 

Having an integrated software tool as industrial control 
system eliminates the problems related to administrating 
different solutions and reduces the effort in personnel training.  

The security of enterprise resources is improved by being 
unified into a single system, more accessible and easier to use.  

The concept of industrial enterprise resource planning is 
getting shape, as such a system will provide the means to have 
all the information centralized and processed as a whole. We 
are facing a new revolution in the industrial control systems, 
which is not guided by the technological improvements, but by 
the integrating power of distributed software applications. 
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